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API:
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CLI:
DBMS:
DING:
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HTML:
ISBN:
LOD:
RDF:
RDFa:
RDFS:
SIREn:
SPARQL:
SWD:
SWSE:
TFIDF :
TKC:
URI:
URL:
XML:
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Any thing to triple.

Application Programming Interface.
Adelson-Velskii-Landis.

Command Line Interface.

Data Base Management System.
Dataset RankING.
Hyperlink-Induced Topic Search.
Hyper Text Markup Language.
International Standard Book Number.
Linked Open Data.

Resource Description Framework.

Resource Description Framework -in- attributes.

Resource Description Framework Schema.
Semantic Information Retrieval Engine.
SPARQL Protocol and RDF Query Language.
Semantic Web Document.

Semantic Web Search Engine.

Term Frequency Inverse Document Frequency.
Tightly Knit Community.

Uniform Resource Identifier.

Uniform Resource Locator.

eXtensible Markup Language.
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public String createLinkFarm() {
try {

int number = 10;
/ladd the fake domains into the available subject domains and avaialbale subjects domains
FileWriter sfstream = new FileWriter(""D://data/subjects.txt", true);
BufferedWriter sout = new BufferedWriter(sfstream);
FileWriter ofstream = new FileWriter("D://data/objects.txt", true);
BufferedWriter oout = new BufferedWriter(ofstream);
for(int k=0;k<number;k++){
sout.write("'<http://www.d"+k+".org/d> \n");
oout.write(""<http://www.d"+k+".org/d> \n");
}
/[Close the output stream
sout.close();
oout.close();
/Iread all objects domains into the objlist array
/Iread all subjects domains into the subjlist array
ArrayList subjlist=new ArrayList();
ArrayList objlist=new ArrayList();
BufferedReader subr=new BufferedReader(new FileReader(new File("D://data/subjects.txt")));
BufferedReader objr=new BufferedReader(new FileReader(new File("D://data/objects.txt")));
String element ;
while((element = subr.readLine()) != null)
{
subjlist.add(element);
}
while((element = objr.readLine()) != null){
objlist.add(element);
}
/Iread all linktypes into linktype array
ArrayList linktype=new ArrayList();
BufferedReader br=new BufferedReader(new FileReader(new File("d://data/linktypeding.txt")));
String line;
while ((line = br.readLine()) !=null) {
linktype.add(line);
}
// create the fake quads writer
String filepath = "D://Data/RandomlinkFarm200diffpred.nq";
BufferedWriter bw = new BufferedWriter(new FileWriter(new File(filepath)));
int size=200;
Random r = new Random();
int subj, obj, p;

for (inti=0;i<size; i++) {

o
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subj = r.nextInt(humber);
obj = r.nextInt(objlist.size());
p = r.nextInt(linktype.size());
/different methods to create fake quads
//subject is a fake domain, preicate is a fake predicate, object is a fake domain, context is the same as subject
[*1*/bw.write("<http://www.d"+subj+".org/d> "+"<http://www.fakepred"+r.nextInt(number)+".org/fake>
"+"<http://www.d"+r.nextInt(number)+".org/d> "+"<http://www.d"+subj+".org/d> ."+"\n");
/Isubject is a random subject(fake or real), predicate is a real predicate, object is a random object(fake or real), context is a fake domain
1*2*[bw.write(subjlist.get(subj).toString()+" "+linktype.get(p).toString()+" "+objlist.get(obj).toString()+"
<http://www.d"+r.nextInt(number)+".org/> .\n");
}
bw.flush();
bw.close();
return filepath;
} catch (Exception e) {

return "";
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Abstract:

With the advent of semantic web and proliferation of semantic data, understanding of
web data and providing machine understandable data by software agents is strongly
demanded. It is obvious that human being desirable search result is different than what is
expected by software agents. As the web going to be understandable by software agents,
web applications, especially search engines, should adapt themselves accordingly.

The Linked Open Data project has made lots of semantic data available on the web.
which is process able by humans and machines. In order to be able to use this vast amount
of semantic information, they should be searchable so that humans and machines can
locate them. Therefore second generation of semantic web applications needs an efficient
access point that take into account the semantic nature of this knowledge.

As search engines are the main gates to web data and knowledge, human and machines
should be able to find their search results using them. So an emergent need for a semantic
search engine for human and machines appears.

Considering the successful initiation of web of data and Due to the large and ever
increasing financial gains that can be gathered from high search engine ratings, there is
no doubt that a significant amount of human and machine resources are devoted to
artificially inflating the rankings of certain web pages and trying to bypass the ranking
algorithm of search engine. These illegal attempts are done by spammers. The ranking
method of a search engine is responsible for detecting and combating web spam.

we are inspired by theses emergent need of spam detection in semantic search engine. In
this thesis we investigated all the available ranking methods in web of documents and we

are intended to propose an new ranking method to resist web spam.



We test Different Spamming methods against famous dataset ranking methods such as
DING which used by Sindice and naming authority matrix which is use by SWSE.
However the results shows that they are vulnerable against some kind of link spam.

The proposed method for dataset ranking, first detects semantic link farms and penalize
them. A new link weighting method has be proposed to weight the links. Finally weighted
pageRank is applied. As the results shows, the injected spam has been appeared at the
lowest ranks. The author believes that In order to harvest all the implicit and explicit
concept of a quad, both the DING and Naming authority matrix should be employed. The
proposed method is a combination of both and it is using the spam detection methods.

The main contribution of this thesis is a new dataset ranking method which is resistant
against spam and use all the explicit and implicit meaning of quads. To evaluate the
proposed method, we have gathered all the drugs related quads form LOD. Four kind of
spam has been injected gradually into the gathered dataset. As the results prove, the
proposed method is successful to detect any kind of injected spam.

keywords: Semantic Web, Semantic Search Engine, Content Spam, Link Spam, RDF,

Ranking, Trust Metric, Link Analysis, Quad, Provenance.



