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procedure IREP(Pos, Neg)
begin
Ruleset := ()
while Pos £ () do
*grow and prune a new rule*
split(Pos,Neg) into (GrowPos, GrowNeg) and (PrunePos, PruneNeg)
*GrowRule - propositional version of FOIL*
Rule = GrowRule(GrowPos, GrowNeg)
*prune the rule immediately™
Rule = PruneRule(Rule, PrunePos, PruneNeg)
if the error rate of Rule on (PrunePos, PruneNeg) exceeds 50% then
return Ruleset
else
add Rule to Ruleset
remove examples covered by Rule from (Pos, Neg)
endif
endwhile
return Ruleset
end
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procedure RIPPER (Pos, Neg)
begin
Ruleset := ()
Ruleset := IREP*(Pos, Neg)
Repeat k times
Ruleset := MDLOptimize(RuleSet)
Pos* := positive examples not covered by RuleSet
RuleSet := RuleSet + IREP*(Pos*, Neg)
return Ruleset
end
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1) (service = ecr_i) and (src_bytes >= 520) => class=smurf

2) (land = 1) => class=land
ST L g Lok S 09 (G938 jlade 5l yieS jlen iz ol 5o ooliiul 3550 (ciulejl slaosls S
4 sbslen 3,00 sy 1) uilsd l 5l lacgame Coudlsi co ] (55, s (6 bl Slawlre alxil g bapy]
g ialejl sosls Js 5l ilsd ol (et G iy plol (Jovs @l Lawgs & o o
35 iy alyd 5o sl CBS (o w5y ogdle bs, ol [ADAO9]sgrons plol 65 38 SO

il )S el Jelse ] sacgome il o Ken o Mot (i b, padie ciules] (slaosls (sasgorme

'src_bytes
connection from/to the same host/port (yes/no)



24 "6 FaelS OMex" (S38lenl (b iy Jad

6oL lSeols Gl SusS al Ly 5 pgw Jad (0 aS jshailen .0u0,5 sglSeols Sl SuST oo a5 Lo
099y 35 ) 50 L aiiS o @o2l)8 005 ez slaools I, led Zl sl ISl 45T s ls 0e2g

losges Sl jolaia ! (sl 1) RIPPER
Jlasl 5,65, o (sl a5 NSL-KDD  islejl 5 cij90! (sloosls acgome 30 aslllae cpl 0 Ko )b
B xS0l sl gl wilioe )55, ol £5 GoakS atin &5 ez Sy g dapas Tl
5l oolatwl b " 5 5guelS cMax" (599T sl 5l al> ol jo el eog Slioles] plal g dnlie
S e mlas 5 o S5y NSL-KDD  _ijsel slaosls (59, » sglSesls calises sla yog, Jloc!
NSL-KDD slacols (sacgame oy 5l g dnldl jo el oo s oyl jloee polie g Lo oIS

28,5 salys 18 )1 590 NSL-KDD iylojT (claosls saegams 5 RIPPER (yilgs 7l 5cl a3

KDD'99 slvests a5 goo —) —F —¥ —0
iy Sy 5 il o Ll o gl 0 gl 5] dapas FY ol KDD cUp 99 (claosls degaze
5 e b ass badagas ol WS e astie wiesl ols oS 5l alex Ky b Loy a5 |, Jlasl Copndg
bz o S je b an aS wis polae ) (onmg 03l LT Slgons o aenS tats 058 ez sl

[KDD99] s o s A2
b sleaaras Jold sps ang @ a5 wites Jlail SO B sloaaras Jols Jol atws o
5198 iyt €35 3 (TCP, UDP, ICMP) | Ssg,s £55 ¢ Jluail 5 e ool TCP glyls]
At aaas ol 5l oleasges (telnet, http, ...) colaxul
losls it (awly Gyl 5l 45 aites Jlail o ladaras I pisul olyie lodanas e
ol 3l GlasigedTon 55 cenSs slalogin sloes Jle olsie 4.0 co Casas TCP sloases

'Continuous
Discrete
*Symbolic
fIntrinsic



% "6 FaelS OMex" (S38lenl (b iy Jad

Golz Jlasl b sy daie gl ls alids aili g0 o a5, L;;‘)!l.«a.‘;l oSS b srdaas e
Sy |y Sl iy 0508 5 g (ST 5185 & a5 (550l ol 5 0 (oo (o) 2 Wl
IRCJPY P

A58 4l g0 0 aS SYlail 4 e oladaras talin (Llss g slbdacas o
LagT il |y ool sylal ol g a8 oo (ommyp 1) i)l (gl Jlail b GLasly (g o

W9l oo o Lol aluss ez @ degazme (ol 0 M oS e 4y

il b lealome solie 0 o onms SYe> §l 4isd 2 DOS rypos 5] 65 sle Sl @
555 0y polie ool 5l ool gl 093 g9t Goi 5l aislel S B aLS Jerde ol

sloo,i> 5l eolatul b pxloe Mo 5l atws ol ;0 2R s datwd 40 5 5 O @
) MSsl e slacudled 5 00,5 Ty (g fowd s 0] )57 Gofi> & plonns (bl
220 oo plol

S el laosi 5ok 5l e b (s TR2L o (il ) 550 s o o
D55 oo B A cpl jo g0 el pile Sl eolaiul b piile

B ojloy so caliBee sl g lorylbie cw)yp 4 ploe Oem jl atws ol 0¥ ing e @
Mo sl (lwain; OMas 5l atws ol Joolys g auS @aS 1) oyl el slas o> wilgn

=

'‘Content Feature
Failed Login Attemp
YSimilar Same Service
*Denial of Service
*User to Root
*Remote to Local
YProbe
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Original Records | Distinct Records | Reduction Rate
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=X RapidMiner amehdi-pc (=)<
File Edit View Process Tools Help

RUBRe o «aga(hB ¥ 2 v Z

=3 Operator Tree £ Parameters = |=)XML | [£] Comment =@ New Operator_
5 w@ Root filename |EltheS|SIdocument finalllkdd_final csv || [&
Process ) f =
= B rrealatibute vaes 1
‘ CSVExampleSource N 69959 CSV L1y 43903 oo | —~
csvaumphSouloo Tanel_name ( class )
o~ WeJRIp | label_colymn - 0
R/ \\ 1 0595 ) oz 2 U e
N\ \ sample_ratio 1.0
N datamanagement double_array M ~

Dec 30, 2009 3 10: fﬁ PM: [Warning] Not ab|° to chockfor updates. Maybe no internet connection
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(Class) o ysS ) oz 4 bogs e ol ol g CSV LB s pts 5l o g 5L RIPPER1IO Slos
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1) (num_shells >= 1) and (dst_host_same_src_port rate <= 0.01) == class=perl (4.0/1.0)

2) (root shell>=1) and (src_bytes <= 51) and (service = hitp) == class=phf(4.0/0.0)

3) (num_file _creations >=1) and (dst_host_srv_count <= 1) and (num_shells == 1) == class=multihop
(3.0/1.0)

4) (dst_host count<=2) and (service = login) == class=ftp _write(2.0/0.0)

5) (dst_host count<=2) and (service = fip data) and (dst_host _srv_count >=84) and
(dst_host_srv_count <= 83) == class=fip_write (2.0/0.0)

6) (num_file _creations >=1) and (src_bytes <= 116) and (src_bytes == 104) => class=fip_write
(2.0/0.0)

S3So0ls 5l z i RIPPER (y.5lg8 5l digas wiz :0 -0 S

2olie 03,5 Cpre g pala® g b Shy ) pow 5B g0 ya 50 &y )3 solesls l gyt (3
2358 o B ealil 550 (o0 i yai sladiged slp pmlas 4 20)lake) p)lez 5 (lag] (6l jlone
Olee 4 (sl pude Cuwond) oyl SIS glab i plos RapidMiner lawgs nilgd adgs 51 e
Olgieds abg e WS 5 0 ValuePartition isw ;o g ooiad,S L, dacas ol lp jbre polie

S S 50 1) 25 0Pl Jle (g 4058 00 ALl Wged S

(service = ecr_i) and (src_bytes >= 520) => class=smurf

S 9 laie xSlas g 0ogs (SIC_bytes >= 520) 4 (service = ecr_i) poie L b,i g0 lls g8 oyl
ecr_i ,laas ValuePartition iz o service Sis lp 14 .asl oo 1379963888 L |, src_bytes
5O 0 SIC_bytes 559 (slp g 0ol 05938l service_ValuePartition IS o jlxe (gdiges SO laicas
05433l src_bytes_ValuePartition S ;0 jlxe (sdiges SO lgicas 3 jlode ValuePartition iz
D9 50
(520 <= src_hytes<= 1379963888)
Si9g6] (b (sl aS Lul 5l g 0,00 e w2l S sl |y o5l iy a5 1Sl Protégé l5él e
as’ ValuePartition sla WM (gl 140 0l oo (5,500 g0 polin b slo S5g sly oL S 5l ool

loul ay bogy po a5 098 co iy a5’ slools £ F5ng 90 05,00 o3b cay a5 @ Loy dien goae polie glyl

'‘Datatype Property
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slosls g4 S5 9o src_bytes_ValuePartition M lp Jle glee a4 acilb oo oL bl g

(F -0 o) Wgd oo iy ,a5 SIC_bytes_start 4 src_bytes_end
-0 U o service_ValuePartition IS 4 src_bytes_ValuePartition ) sl jlxe polie plos
bg,i 5l oolanwl b ValuePartition sla WS a5 jle polae plod 09580 51 o cCawloads ools ioles ¥
s3Il colo el s T 4 Cugi g 00t SRl (39lnT (b g S nilsS paie 2w plea L

..A.u)sa

INSTANCE BROWSER INDIVIDUAL EDITOR

For Clasé: @ src_bytes_ValuePartion For Individual: 4 |src_bytes_520-1373963888 (instance of src_bytes_ValuePartition)

B [J ann

Asserted Instances - € X Property ] Value [
- rdfs:comment

[ Asserted | Inferred | A o 3

@ src_bytes_335-1379963888 —
@ src_bytes_37-40

@ src_bytes_38-319

@ src_bytes_383-1379963888
@ src_bytes_46-95

@ src_bytes_5:1373963888
| src_bytes_520-1379963888 . i .
‘Vsyc_bytés_s;13799833§3 ) {_src_bytes_start y & 4}: XS src_bytes_end ) L 4}3 XS
@ src_bytes_7-1373963888 [ Vahio——|__Type I akie [ Type
@ src_bytes_7767-1379963888 520 D | C1379963668 it _~
@ src_bytes_9-1379963888 =

@ src_bytes_9-17

@ src_bytes_9-245
@ src_bytes_9-516
@ src_bytes_9-99

| ~®

-

Asserted Types % L ‘l T I l ’]
@ src_bytes_ValuePartition ‘ & » &

ok ;o slp 2ll g ol polie ayyei i F -0 S
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INSTANCE BROWSER N INSTANCE BROWSER |

For Clads: @ service_ValuePartition For Class: @ src_bytes_ValuePartition
| Asserted [ Inferred [ | Asserted l Inferred |
Asserted Instances s 6 * X 6 Asserted Instances s é ® X 6
@ =0l = W SIC_OYIES_Z29-200 =
@ auth || || src_bytes_29-333 =
@ bep @ src_bytes_29-99
@ courler @ src_bytes_30-1379963888
@ csnet_ns @ src_bytes_30-16787
& ctt - @ src_bytes_30-92
@ daytime @ src_bytes_334-334
’ discerd = ’ src_bytes_335-1379963888
@ domein @ src_bytes_37-40
@ comein_u @ src_bytes_38-319
s ncic - @ src_bytes_383-1379963888
@ oco_i @ src_bytes_46-95
* ecr_"i @ src_bytes_5-1379963888 |
’ ot 4 src_bytes_520-1379963888
‘ s 0 src_bytes_6-1379963888
@ finger @ src_bytes_7-1379963888
@ ftp_data @ src_bytes_7767-1379963888
@ gopher @ src_bytes_9-1379963888
@ harvest @ src_bytes_9-17
@ hostnames @ src_bytes_9-245
@ Hitp | | @ src_bytes_9-516 ||
[ ——— =] @ src_bytes_9-99 -
[ [~] & || |~ =

service_ValuePartition .S 4 src_bytes_ValuePartition S sly jlxe polie: Y -0 S

SIPFET 30 oud iy 35 sbriged ¢ palad 4 R lke —F T -0
5 L Shy slre ol 5 biusgame oo @ Lo 395l Ak Sl e lez 5B Ly alse ()5
@y il (B Wl sad 5e9gl rils (gl Lo pedlS iy pai s il oo 5995t Sl anlaz
Loz 5 o 5 Llgw Gln cmslin gly 9 a8 005150 1 (b 51 k0 050 Blaml wilgy (5505l 4yl
DBl aseie o] lacussame § 95d uats ol sl WM sla Sy 5 paslad el o il alils
3 kg o eolitul Wbl )l (Saalenr Cuz JSSgn (295 5 Cambior @Sed bl )l 5l Sy e 0
oS e oS eoliiul wllgige (ool Glamg e Sl eyl wsdioe S8 Al o oS SbLS)
05 il i s 00els ol 5l 5 loales b ladehs cpl s e &) S 0 (058 by dla
Jlasl 0,55, YFFE 5 s flgie 4y a5 ol sanlice (gglSeols 51 Jol> zuls sl oolaiwl b cals o,Lal iy

lae 5 o0 ool 8 (slosls slacul slaws 5 €CT_i gy slyls Ll ples SMUf &Ml oIS & bogs o
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ecr_i gq 5l Smurf IS glacl coled (goolainl 5 90 (g yw g5 a5 09 423 5 a3 (o iS5 ol sl
oIS Lakaly ol g ol col OV 5l jiien duate 4 laws 3l oads soliw 3 slools slacol olawy 5wl
Al So L plpland coogas il 4 jlre L Lacl soles Land oo

SIC_bytes saaras sl )15 ol gl 058 oo oolatwl 28 S 5l biosgame g 95.8 ol ol sl
a5 b g9 5l src_bytes_ValuePartition s, 4 Signature sasls L has_src_bytes i S5

'src_bytes
'Object Property
"Functional



Yo " iSO (3alenl (b ey Jad

PROPERTY EDITOR

Fo@EBerty: MW |has_src_bytes e (instance of owl:ObjectProperty)
L? 13»3 Q L_& rig L_]Annotations
Property l Yalue I Lang l
3 rdfs:comment =
=
Domain.y_ Q g Range L1 T,*_ug\nﬁ &
( ﬁ/rsignaturey) ’Q src_bytes_ValuePartition &}
T oo [] InverseFunctional
O Symmetric
[] Transttive
Inverse i % s

¢
¥

has_src_bytes =i Shg <, A -0 JSo

28 5l Al ol 0s e meiis T gl S5 550 0928 dbogy e DS QB L i Al e (0,5 T 50
Aol my oeld Jle sl ol goby s 4 zlosl g oog ;T g Ly (LS sy isn b anslie

(dst_host_srv_count <= 2) and (rerror_rate >= 0.25) and (service = private) and
(dst_host_diff_srv_rate <= 0.04) and (count <= 8) => class=portsweep

portsweep:

Fhas_dst_host_srv_count {dst_host_srv_count_0-2}
Fhas_rerror_rate {rerror_rate_0.25-1}

F has_service {private}

Fhas_dst_host_diff_srv_rate {dst_host_diff _srv_rate_0-0.04}

F has_count {count_0-8}
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Basic features of individual TCP connections

Length (number of seconds) of the connection

Duration

Type of the protocol
{ICMP (yes/no), TCP (yes/no), UDP (yes/no)}

protocol_type

Network service on the destination, HTTP (yes/no) Service

Number of data bytes from source to destination src_bytes
Number of data bytes from destination to source dst_bytes
Normal or error status of the connection Flag

{REJ (yes/no), SO (yes/no), SF (yes/no), RSTO or RSTOSO or RSTR (yes/no)}

Connection from/to the same host/port (yes/no) Land

Number of WRONG fragments Wrong_fragment
Number of urgent packets Urgent

Content features within a connection suggested by domain knowledge

Number of HOT indicators Hot

Number of failed login attempts num_failed_logins
Login successfully (yes/no) Logged_ in
Number of COMPROMISED conditions num_compromised
Root shell s obtained root_shell

SU ROOT command attempted (yes/no) su_attempted
Number of ROOT accesses num_root

Number of file creation operations num_file_creations
Number of shell prompts num_shells

Number of operations on access control files

num_access_files

Number of outbound commands in an ftp session

num_outbound_cmds

HOT login (yes/no)

is_hot_login

GUEST login (yes/no)

is_guest_login

Traffic features computed using a two-second time window

Number of connections to the same host as the current connection in the past two seconds

Count

Percent of connections that have SYN errors

Serror_rate

Percent of connections that have REJ errors

Rerror_rate

Percent of connections to the same service

same_srv_rate

Percent of connections to different services

diff_srv_rate

Number of connections to the same service as the current connection in the past two
seconds

srv_count

Percent of connections that have SYN errors

srv_serror_rate

Percent of connections that have REJ errors

Srv_rerror_rate

Percent of connections to different hosts

srv_diff_host_rate

Destination

Number of connections having the same destination host

dst_host_count

Number of connections having the same destination host and using the same service

dst_host_srv_count

Percent of connections having the same destination host and using the same service

dst_host_same_srv_rate

Percent of different services on the current host

dst_host_diff srv_rate

Percent of connections to the current host having the same source port

dst_host_same_src_port_rate

Percent of connections to the same service coming from different hosts

dst_host_srv_diff_host_rate

Percent of connections to the current host that have an SO error

dst_host_serror_rate

Percent of connections to the current host and specified service that have an SO error

dst_host_srv_serror_rate

Percent of connections to the current host that have an RST error

dst_host_rerror_rate

Percent of connections to the current host and specified service that have an RST error

dst_host_srv_rerror_rate
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Known  Back, land, Neptune, Pod, smurf, teardrop

DOS Novel apache?, udpstorm, processtable, mailbomb
Known ipsweep, satan, nmap, portsweep
Probe -
Novel Saint, mscan
RoL Known  ftp_write, guess_passv_vd, warezmaster, warezclient, imap, phf, spy, multihop
Novel named, xlock, sendmail, xsnoop, worm, snmpgetattack, snmpguess
U2R Known  rootkit, loadmodule, buffer_overflow, perl
Novel xterm, p.s., sqlattack, httptunnel
NSL-KDD ‘5;,.3.&)"1 Slrools dcgamme 10 09250 (slodiges Slaws ¥ Jgao
Awd 99 Agod Sy
Normal 67343
Back 956
land 18
Neptune 41214
Pod 201
Dos smurf 2646
teardrop 892
apache2 -
udpstorm -
processtable -
mailbomb -
ipsweep 3599
satan 3633
Probe nmap 1493
portsweep 2931
Saint -
mscan -
ftp_write 8
guess_passwd 53
warezmaster 20
warezclient 890
imap 11
phf 4
spy -
R2L multihop 6
named -
xlock -
sendmail -
Xsnoop -
worm -
snmpgetattack -
snmpguess -
rootkit 10
loadmodule 9
buffer_overflow 30
U2R perl 3
xterm -
p.s -
sglattack -
Httptunnel -
Total 125973
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Attack Rules

1) (num_shells >= 1) and (dst_host_same_src_port_rate <= 0.01) => class=perl (4.0/1.0)

2) (root_shell >=1) and (src_bytes <= 51) and (service = http) => class=phf (4.0/0.0)

3) (num_file_creations >= 1) and (dst_host_srv_count <= 1) and (num_shells >= 1) =>
class=multihop (3.0/1.0)

4) (dst_host_count <= 2) and (service = login) => class=ftp_write (2.0/0.0)

5) (dst_host_count <= 2) and (service = ftp_data) and (dst_host_srv_count >= 84) and
(dst_host_srv_count <= 85) => class=ftp_write (2.0/0.0)

6) (num_file_creations >= 1) and (src_bytes <= 116) and (src_bytes >= 104) => class=ftp_write
(2.0/0.0)

7) (dst_host_srv_diff_host_rate >= 0.4) and (service = ftp_data) and (logged_in <= 0) =>
class=ftp_write (2.0/0.0)

8) (dst_host_count <= 6) and (diff_srv_rate >= 0.5) and (dst_bytes >= 2072) =>
class=loadmodule (4.0/1.0)

9) (service = telnet) and (dst_host_count <= 6) and (dst_bytes <= 1301) and (src_bytes >= 135)
=> class=loadmodule (5.0/1.0)

10) (num_file_creations >= 1) and (dst_host_same_srv_rate <= 0.02) and (dst_host_srv_count >=
4) => class=rootkit (2.0/0.0)

11) (service = imap4) and (dst_host_diff_srv_rate <= 0.01) => class=imap (14.0/3.0)

12) (land >= 1) => class=land (25.0/7.0)

13) (dst_bytes >= 1159100) and (service = ftp_data) and (duration <= 10) => class=warezmaster
(16.0/0.0)

14) (root_shell >=1) and (hot >= 3) and (dst_bytes <= 16771) => class=buffer_overflow
(16.0/0.0)

15) (num_file_creations >= 1) and (dst_host_count <= 5) and (duration <= 290) and (dst_bytes
>= 698) => class=buffer_overflow (5.0/0.0)

16) (service = ftp_data) and (dst_bytes >= 2072) and (logged_in >= 1) and
(dst_host_srv_diff_host_rate <= 0.02) => class=buffer_overflow (8.0/0.0)

17) (num_failed_logins >= 1) and (hot >= 1) and (duration <= 60) => class=guess_passwd
(52.0/1.0)

18) (wrong_fragment >= 1) and (protocol_type = icmp) => class=pod (198.0/0.0)

19) (service =tim_i) and (dst_host_count <= 2) => class=pod (4.0/1.0)

20) (src_bytes >= 334) and (src_bytes <= 334) and (service = ftp_data) => class=warezclient
(425.0/1.0)

21) (duration <= 6) and (hot >= 28) => class=warezclient (273.0/0.0)

22) (duration >= 4) and (service = ftp_data) and (dst_host_same_srv_rate >= 0.91) =>
class=warezclient (104.0/1.0)

23) (hot >= 3) and (duration >=5039) and (dst_bytes <= 2284) => class=warezclient (39.0/0.0)

24) (service = ftp_data) and (dst_host_same_src_port_rate >= 1) and (dst_host_srv_diff host_rate
>=0.11) => class=warezclient (32.0/1.0)

25) (service = ftp_data) and (duration >= 4) and (dst_host_serror_rate >= 0.01) and (logged_in
>= 1) => class=warezclient (7.0/1.0)

26) (service = ftp_data) and (dst_host_same_srv_rate >= 1) and (src_bytes <= 246) and (src_bytes
>= 246) => class=warezclient (6.0/0.0)



27) (wrong_fragment >= 1) => class=teardrop (892.0/0.0)

28) (src_bytes >= 21048) and (service = http) => class=back (949.0/1.0)

29) (src_bytes >= 13140) and (service = http) => class=back (9.0/1.0)

30) (dst_host_same_src_port_rate >=0.79) and (srv_diff_host_rate >= 1) and
(dst_host_srv_diff_host_rate <= 0.33) and (dst_host_srv_diff_host_rate >=0.25) and
(srv_count >= 3) => class=nmap (918.0/0.0)

31) (flag = SH) and (hot <= 0) => class=nmap (265.0/0.0)

32) (dst_host_same_src_port_rate >=0.79) and (service = private) and (src_bytes >= 207) and
(dst_host_count <= 250) => class=nmap (207.0/0.0)

33) (service = eco_i) and (dst_host_srv_diff_host_rate <= 0.4) and (src_bytes <= 8) and
(dst_host_srv_count >= 3) => class=nmap (49.0/0.0)

34) (dst_host_same_src_port_rate >=0.11) and (service = private) and (src_bytes >= 100) and
(src_bytes <= 100) => class=nmap (38.0/1.0)

35) (service = ecr_i) and (src_bytes >= 520) => class=smurf (2646.0/0.0)

36) (flag = RSTR) and (src_bytes <= 1) => class=portsweep (2178.0/1.0)

37) (diff_srv_rate >= 0.36) and (rerror_rate >= 1) and (dst_host_same_src_port_rate >= 0.01) =>
class=portsweep (482.0/0.0)

38) (flag = RSTOS0) => class=portsweep (99.0/0.0)

39) (dst_host_srv_count <= 1) and (dst_host_same_src_port_rate >= 0.04) and (src_bytes <= 0)
and (dst_host_count >= 71) => class=portsweep (141.0/0.0)

40) (dst_host_rerror_rate >= 0.01) and (srv_serror_rate >= 0.67) and
(dst_host_same_src_port_rate >= 0.14) and (count >= 35) => class=portsweep (10.0/0.0)

41) (dst_host_rerror_rate >= 0.01) and (service = eco_i) and (src_bhytes <= 8) and (srv_count <=
2) => class=portsweep (4.0/0.0)

42) (dst_host_srv_count <= 2) and (rerror_rate >= 0.25) and (service = private) and
(dst_host_diff_srv_rate <= 0.04) and (count <= 8) => class=portsweep (5.0/0.0)

43) (dst_host_rerror_rate >= 0.01) and (dst_host_srv_serror_rate >= 0.03) and
(dst_host_same_src_port_rate >= 0.05) and (dst_host_count >= 73) => class=portsweep
(5.0/0.0)

44) (src_bytes >= 16980502) and (duration >= 12672) => class=portsweep (2.0/0.0)

45) (dst_host_srv_diff_host_rate >=0.25) and (service = eco_i) and (src_bytes <= 18) =>
class=ipsweep (3060.0/0.0)

46) (dst_host_diff_srv_rate >=0.99) and (dst_host_count <= 72) and (dst_host_rerror_rate >=
0.57) => class=ipsweep (470.0/2.0)

47) (dst_host_same_src_port_rate >= 1) and (protocol_type = icmp) and (src_bytes <= 18) =>
class=ipsweep (70.0/13.0)

48) (dst_host_count <= 4) and (service = ftp_data) and (flag = REJ) => class=ipsweep (11.0/0.0)

49) (dst_host_diff_srv_rate >= 0.16) and (src_bytes <= 6) and (dst_host_count >= 199) and (count
>=4) => class=satan (2956.0/0.0)

50) (protocol_type = udp) and (src_bytes <= 5) and (dst_host_count >= 69) => class=satan
(466.0/0.0)

51) (diff_srv_rate >= 1) and (count >= 4) and (dst_host_rerror_rate >= 0.01) => class=satan
(114.0/0.0)

52) (dst_host_srv_count <= 6) and (count <= 8) and (src_bytes <= 20) and (src_bytes >= 20) =>
class=satan (29.0/1.0)

53) (diff_srv_rate >= 0.5) and (src_bytes <= 19) and (dst_host_srv_count <= 1) and (serror_rate
<=0) => class=satan (27.0/6.0)

54) (dst_host_diff srv_rate >=0.31) and (src_bytes <= 37) and (num_compromised >= 1) =>
class=satan (4.0/1.0)

55) (service = finger) and (duration >= 1) and (srv_count >= 2) => class=satan (16.0/0.0)
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56) (dst_host_diff srv_rate >=0.12) and (dst_host_rerror_rate >= 0.03) and (dst_host_srv_count
>=124) and (dst_host_count >= 176) => class=satan (7.0/0.0)

57) (dst_host_srv_count <= 5) and (count <= 34) and (src_bytes <= 40) and (src_bytes >= 37) and
(logged_in <=0) and (dst_host_serror_rate <= 0) => class=satan (5.0/0.0)

58) (same_srv_rate <= 0.49) and (src_bytes <= 0) and (srv_count >= 3) => class=neptune
(35617.0/1.0)

59) (dst_host_serror_rate >= 0.92) and (dst_host_srv_serror_rate >=0.98) and (flag = S0) =>
class=neptune (4488.0/0.0)

60) (same_srv_rate <= 0.03) and (rerror_rate >= 1) => class=neptune (778.0/2.0)

61) (flag = S0) and (dst_host_srv_serror_rate >= 0.12) and (dst_host_serror_rate >=0.18) =>
class=neptune (286.0/1.0)

62) (src_bytes <= 0) and (dst_host_same_srv_rate <= 0.46) and (count >= 4) and (diff_srv_rate
<=0.2) => class=neptune (42.0/0.0)

63) (dst_host_serror_rate >=0.91) and (flag = SO) and (service = smtp) => class=neptune
(3.0/0.0)

64) (service = private) and (dst_host_rerror_rate >= 1) => class=neptune (4.0/0.0)

Normal Rules

1) (dst_bytes >=4) and (hot <= 0) and (dst_host_srv_count >= 129) and (dst_host_rerror_rate
<=0) => class=normal (44185.0/2.0)

2) (src_bytes >=29) and (src_bytes <= 333) and (rerror_rate <= 0.14) and (srv_count >= 2) and
(dst_bytes >= 101) => class=normal (3502.0/2.0)

3) (srv_count <= 24) and (dst_host_same_srv_rate <= 0.81) and (hot <= 0) and (protocol_type =
tcp) and (src_bytes >= 335) and (dst_host_diff_srv_rate <= 0.06) => class=normal
(4538.0/4.0)

4) (count <= 15) and (dst_host_diff srv_rate >= 0.03) and (src_bytes <= 205) and (src_bytes >=
104) => class=normal (2134.0/6.0)

5) (count <= 15) and (dst_host_same_src_port_rate <= 0.5) and (dst_host_srv_diff_host_rate >=
0.01) and (dst_host_same_srv_rate >= 0.53) and (service = http) => class=normal (2788.0/0.0)

6) (src_bytes >=9) and (srv_count <= 2) and (dst_host_same_srv_rate <= 0.81) and (hot <= 25)
and (dst_host_srv_count >= 5) and (src_bytes <= 99) and (dst_host_srv_count <= 67) and
(rerror_rate <= 0) => class=normal (1411.0/0.0)

7) (src_bytes <= 333) and (dst_host_same_srv_rate <= 0.78) and (src_bytes >= 101) and
(num_file_creations <= 0) and (dst_host_srv_serror_rate <= 0) => class=normal (1105.0/0.0)

8) (srv_count <= 25) and (dst_host_diff _srv_rate >= 0.03) and (protocol_type = tcp) and
(dst_host_rerror_rate <= 0) and (src_bytes >= 335) and (duration <= 3) => class=normal
(1765.0/0.0)

9) (src_bytes >=9) and (srv_count <= 24) and (dst_host_diff srv_rate >=0.01) and
(dst_host_count <= 254) and (dst_bytes >= 1) and (duration >= 8) => class=normal
(854.0/8.0)

10) (count <= 24) and (src_bytes >= 29) and (src_bytes <= 99) and (dst_bytes <= 112) and
(dst_host_count >= 13) and (dst_host_same_src_port_rate >= 0.02) => class=normal
(1213.0/0.0)

11) (src_bytes >=9) and (dst_host_diff_srv_rate >= 0.03) and (protocol_type = tcp) and (hot <=
0) and (dst_host_same_src_port_rate <= 0.31) and (count <= 1) and (dst_host_rerror_rate <=
0.04) and (dst_bytes >= 36) => class=normal (328.0/0.0)

12) (count <= 12) and (src_bytes <= 206) and (src_bytes >= 29) and (dst_host_srv_count >= 53)
and (logged_in <= 0) => class=normal (230.0/0.0)

13) (count <= 24) and (dst_bytes >= 4) and (hot <= 0) and (src_bytes >=7) and
(dst_host_srv_count >= 3) and (dst_host_count <= 153) and (dst_host_serror_rate <= 0.39)
and (same_srv_rate >= 0.33) => class=normal (524.0/0.0)

14) (count <= 19) and (srv_count <= 2) and (dst_host_diff srv_rate <=0.13) and (src_bytes <=
17) and (dst_host_serror_rate <= 0.94) and (dst_host_srv_count >= 4) and (protocol_type =
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tcp) and (dst_host_same_src_port_rate <= 0.88) and (count <= 1) and (dst_host_count <=
170) => class=normal (335.0/0.0)

15) (count <= 2) and (dst_host_srv_count >= 3) and (src_bytes <= 960) and (dst_host_serror_rate
<=0.03) and (dst_host_same_src_port_rate <= 0.08) and (dst_host_same_srv_rate >= 0.04)
and (hot <= 1) and (dst_host_rerror_rate <= 0.1) and (dst_host_srv_count >=5) =>
class=normal (315.0/0.0)

16) (count <= 29) and (src_bytes >=9) and (service = ftp_data) and (dst_host_srv_diff_host_rate
<=0.06) and (src_bytes <= 245) => class=normal (240.0/0.0)

17) (count <= 34) and (src_bytes >= 30) and (src_bytes <= 16787) and (dst_bytes >= 2492) and
(root_shell <=0) and (hum_compromised <= 0) => class=normal (171.0/2.0)

18) (count <= 29) and (flag = REJ) and (dst_host_same_srv_rate >=0.22) and (service = http) =>
class=normal (417.0/0.0)

19) (protocol_type = tcp) and (hot <= 0) and (dst_host_srv_diff_host_rate <= 0.06) and (src_bytes
>=335) and (duration <= 0) and (dst_host_srv_count <= 124) => class=normal (283.0/4.0)

20) (dst_host_srv_count <= 4) and (same_srv_rate <= 0.67) and (dst_host_rerror_rate <= 0) and
(src_bytes >= 30) and (duration <= 1) => class=normal (74.0/0.0)

21) (dst_bytes >= 1) and (src_bytes <= 966) and (dst_host_rerror_rate <= 0.08) and (duration <=
52) and (src_bytes >= 231) => class=normal (108.0/0.0)

22) (src_bytes <= 95) and (src_bytes >= 46) and (duration <= 1) and (dst_bytes <= 1163) =>
class=normal (124.0/0.0)

23) (src_bytes >=9) and (src_bytes <= 516) and (dst_bytes >= 1) and (hot <= 0) and
(dst_host_same_srv_rate >= 0.61) and (dst_host_srv_count >= 3) => class=normal (26.0/0.0)

24) (count <=5) and (dst_host_srv_diff_host_rate <=0.1) and (dst_host_count <= 45) and
(protocol_type = tcp) and (dst_host_srv_count >= 145) => class=normal (72.0/0.0)

25) (count <=7) and (src_bytes >= 9) and (dst_host_srv_count <= 4) and (dst_bytes >= 1) and
(hot <= 0) and (dst_host_rerror_rate <= 0.01) and (num_root <= 0) and (logged_in >=1) =>
class=normal (34.0/2.0)

26) (dst_host_rerror_rate <= 0) and (dst_host_serror_rate <= 0.97) and (src_bytes <= 706) and
(protocol_type = tcp) and (dst_host_same_src_port_rate <= 0.07) and
(dst_host_srv_serror_rate >= 0.33) and (count <= 1) => class=normal (45.0/0.0)

27) (count <= 52) and (src_bytes >= 30) and (src_bytes <= 92) and (protocol_type = icmp) and
(dst_host_diff_srv_rate <= 0.02) => class=normal (19.0/0.0)

28) (count <=5) and (service = finger) and (dst_bytes >= 135) and (srv_count <= 2) =>
class=normal (91.0/0.0)

29) (count <=7) and (dst_host_srv_diff_host_rate <=0.1) and (dst_host_count <= 44) and (service
= other) and (flag = REJ) => class=normal (8.0/0.0)

30) (count <=7) and (src_bytes >=9) and (num_root >= 1) and (dst_host_srv_count >= 11) =>
class=normal (21.0/0.0)

31) (count <=7) and (src_bytes >=9) and (dst_host_srv_count <= 4) and (src_bytes <= 17) and
(dst_host_diff_srv_rate <=0.27) and (hot <= 0) => class=normal (18.0/0.0)

32) (count <=7) and (src_bytes >=19) and (dst_bytes <= 2077) and (dst_host_srv_diff_host_rate
<=0.09) and (logged_in >= 1) and (dst_host_same_src_port_rate <= 0.09) and (duration <=
68) and (hot >= 2) => class=normal (13.0/0.0)

33) (count <=7) and (dst_host_srv_diff_host_rate <=0.1) and (dst_host_count <= 45) and (hot
<=0) and (src_bytes <= 203) and (src_bytes >= 102) => class=normal (28.0/0.0)

34) (count <=11) and (dst_host_same_src_port_rate <= 0.56) and (duration >= 2) and (dst_bytes
>=13020) => class=normal (11.0/0.0)

35) (count <=7) and (dst_host_same_src_port_rate <= 0.56) and (src_bytes >=5) and (dst_bytes
>=252) and (dst_bytes <= 482) and (dst_host_diff_srv_rate <= 0.07) and (duration <=7) =>
class=normal (7.0/0.0)

36) (count <= 11) and (service = ftp_data) and (dst_host_srv_diff_host_rate <= 0.09) and
(src_bytes >=383) and (duration <= 2) => class=normal (23.0/0.0)

37) (count <= 10) and (dst_host_same_src_port_rate <= 0.55) and (dst_host_rerror_rate <= 0.04)
and (serror_rate <= 0.5) and (hot <= 0) and (protocol_type = tcp) and (dst_host_srv_count >=
2) and (src_bytes <= 0) and (dst_host_srv_serror_rate <= 0.26) => class=normal (81.0/0.0)

38) (diff_srv_rate <= 0) and (protocol_type = tcp) and (count >= 29) and (service = http) =>
class=normal (27.0/0.0)
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39) (count <=4) and (dst_host_same_src_port_rate <= 0.54) and (dst_host_rerror_rate <= 0) and
(dst_host_srv_count <= 1) and (src_bytes >= 30) and (dst_host_diff_srv_rate >=0.09) and
(dst_host_diff _srv_rate <= 0.67) and (dst_host_count <= 225) => class=normal (16.0/0.0)

40) (count <= 58) and (src_bytes >= 10) and (service = domain_u) => class=normal (27.0/0.0)

41) (count <= 4) and (protocol_type = tcp) and (dst_host_count <= 44) and (src_bytes <= 304)
and (dst_host_diff _srv_rate <= 0.43) and (dst_host_same_srv_rate <= 0.8) and
(dst_host_serror_rate <= 0.06) => class=normal (18.0/0.0)

42) (count <= 58) and (src_bytes >= 38) and (src_bytes <= 319) and (dst_host_count >= 251) and
(duration <= 0) and (dst_host_diff_srv_rate <= 0.04) and (root_shell <= 0) => class=normal
(12.0/0.0)

43) (count <=57) and (srv_count <= 2) and (dst_host_rerror_rate <= 0.25) and
(dst_host_srv_rerror_rate >= 0.05) and (dst_host_same_srv_rate >=0.03) and (src_bytes <=
244) and (dst_host_diff_srv_rate <= 0.07) => class=normal (9.0/0.0)

44) (count <= 7) and (service = ftp_data) and (dst_host_srv_diff_host_rate <= 0.08) and (src_bytes
>=7767) and (duration <= 55) => class=normal (9.0/0.0)

45) (count <= 3) and (service = finger) and (src_bytes >= 6) and (srv_count <= 1) =>
class=normal (8.0/0.0)

46) (logged_in >=1) and (srv_count >= 2) and (src_bytes >= 11) and (src_bytes <= 151) =>
class=normal (5.0/0.0)

47) (count <= 8) and (protocol_type = tcp) and (dst_host_count <= 2) and (src_bytes <= 224) and
(src_bytes >=161) => class=normal (5.0/0.0)

48) (count <= 3) and (protocol_type = tcp) and (dst_host_count <= 3) and (logged_in <= 0) and
(dst_host_rerror_rate <= 0.5) and (dst_host_srv_serror_rate <= 0.09) and (dst_bytes <= 4)
=> class=normal (11.0/2.0)

49) (count <= 6) and (dst_host_same_src_port_rate <= 0.01) and (dst_host_srv_count <= 6) and
(flag = RSTO) => class=normal (12.0/0.0)



Abstract

An Intrusion Detection System (IDS) is considered as a component that analyses
system and user operations in computers and networks in search of activities
considered undesirable from security perspectives. Applying mobile agent (MA)
for intrusion detection is a recent development, aimed at effectively detecting
intrusions in a distributed environment. Previous studies has shown that most
available MA-based IDS are not very effective due to their high detection time
and limited intrusion detections.

In this thesis, semantic web methods and techniques have been used for
distributed intrusion detection. To extract semantic relations between computer
attacks and intrusions in that system, a data mined ontology have been utilized.
The proposed system contains some Static Agents (Host and Network Sensors),
Mobile Agents (Tracer) and a special Central Agent. Central Agent contains the
proposed attack ontology. Every time a Static Agent detects an attack or new
suspected condition based on its Data Model, it sends detection’s report for
Central Agent. Therefore, it can extract the semantic relationship among
computer attacks and suspected situations in the network with proposed
ontology. Jena framework provides the needed interaction between Central
Agent (CA) and attacks ontology. The experimental results show that the
proposed system reduced the rate of false positive and false negative compared

to the similar systems.

Keywords: Data Mining; Ontology; Intrusion Detection System (IDS); Agent Based
IDS
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